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CHMO OT BPEMEHH CYTOK M ITOTOJHBIX YCIIOBHIL, UTO SBJIAETCS
BaKHBIM JUISI Hy /] HAlIMOHAJILHON SKOHOMHUKU U OOOPOHBI.
OnHAaKo, COIIACHO XapaKTEPHCTHKAaM MEXaHW3Ma IOCTpoe-
HUsl PCA-M300paKeHWH, TEOMETPUYECKHE WCKAKECHUS W,
CBOEI'0 POJia, MYJIbTUIUIMKATUBHBIN 11IyM, U3BECTHBIN KaK KO-
TEPEHTHOE OMNTUYECKOEe H3Iy4YEeHHE, 3a4acTylo, HCKAKaroT
nonyueHHoe — m3o0paxenue.  Kmaccudukaimss — PCA-
n300pakeHUH SBIISIETCST OCHOBOM MX MHTeprperaiyy. M3-3a
BJUSIHUS CHEKII-IITyMa TPAAULMOHHBIE TEXHOJIOTHU KJIACCH-
(ukarmy n300paKeHNH paboTarOT HEJIOCTATOYHO Xopotio. B
CTaThe OIHCAH MPEIIOKEHHBIH HaMH 3(D(PEKTUBHBINA METOJ
KITacCU(PMKAIMN  TTONApUMETpUUeCKIX PCA-H300pakeHUH,
OCHOBBIBAIOLLMICS Ha NOJIIPUMETPUUYECKUX CBOMCTBAX, JAaH-
HBIX 00 MHTEHCHBHOCTH PACCESIHHOTO M3IIy4EHUsI U METoJa
HEUYETKOM KitacTepuzauuy C-CpeaHuX.

Metoauka. CoBMECTHB PacCceHBarOIIUe CBOMCTBA MOJI-
HOCTBIO MOJIIPUMETPHYCCKOTO PCA-H300payKeHNs U JTaHHBIC
00 MHTEHCHMBHOCTH PACCESTHHOTO M3ITYYCHHMS, MbI ITOJTYYHIIN
pe3yJIbTaT TpeBapuTeNbHON Kitaccudukarmu PCA-n300pa-
skeHust. OKOHYATeNNbHBIM pe3ynbTaT KIaCCH(UKAIKN TIOIs-
pumerpuyeckoro PCA-U300pakeHHsT ObLT MOydeH C MOMO-
LIBIO AIITOPUTMA HEUETKOM KIIacTepr3anuy C-CpeaHIX.

Pe3ynbTarbl. DKCHEPUMEHTAIRHO JOKA3aHO, YTO
MIPEIJIOKEHHBII METOJ[ MIPEBOCXOANUT TPAJUIHOHHBIE Me-

Hongyan Kang

TOZBI KIACCH(UKALMK TOJHOCTBIO TOSIPUMETPUUECKUX
PCA-m306pakenHuii.

Hayunasi HoBu3Ha. B npeanoxeHHOM METole y4H-
TBIBAIOTCSL HE TOJNBKO CBOMCTBA MOIHOCTBIO MOJISIPUMET-
puyecknx PCA-TaHHBIX, HO ¥ MH(QOPMAIHKS O CTATHCTH-
YECKUX XapaKTEPUCTUKAX. MeTos MO3BOJAECT IOIYYUTh
XOPOILME Pe3yJbTaThl KiIacCU(PUKAIMU TOIIPUMETPHYE-
ckux PCA-n300pakeHHH ¢ COXpaHEHHEM PacCEHBAIOIINX
CBOMCTB (B HEKOTOPOH CTEICHN).

IIpakTnyeckass 3HAYMMOCTB. OKCIIEPUMEHTAIILHBIC
HCCIEN0BAHMS MOKA3alM, YTO MNPEUIOKEHHBIH aIrOpUTM
COXpaHSIET TEKCTYpy W jaetamu PCA-M300pakeHus! Jydle,
YeM TpPaJULMOHHBIE METOMBL, U JAET JIy4IIHd pPEe3YJbTaT
KJIacCU(UKAIMN TIOTHOCTRIO MOTAPUMETPHUYECKUX PCA-
n300pakeHnid. MeTo MOYKEeT HMCIONB30BaThCS [UIS pere-
HUs 33714 UHTEprpeTaiyu PCA-n300pakeHHH.

KiroueBble cioBa: nowipumempuueckoe PCA-uzo6pa-
JHcerile, KoeepeHnHoe OnmudecKoe usiydenue, KiacCughura-
yus uzobpasicenutl, H/a/A/SPAN, pacnpeodenenue Buwapma,
Memoo Heuemkoll knacmepusayuu C-cpeOnux

Pexomenoosano 0o nyonikayii Ookm. mexH. HAyK
B.B. I'namywenkom.  [lama  HAOXOOMCEHHs — PYKORUCY
15.10.14.

Heze University, Heze, Shandong, China

ANALYSIS AND REALIZATION OF RFID GROUPING-PROOF PROTOCOL
BASED ON ELLIPTIC-CURVES CRYPTOGRAPHY
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AHAJII3 I PEAJIIBALLSI IPOTOKOJIY OBMIHY CUTHAJIIB
PAJIIOYACTOTHOI IIEHTU®IKALIII HA OCHOBI
EJINTUYHOI KPUIITOI' PA®II

Purpose. With the wide application of RFID (Radio Frequency Identification) systems, scholars have become highly con-
cerned about the design of efficient and secure grouping-proof protocols. Responding to the problems of privacy protection,
security and efficiency of existing grouping-proof protocols, a new ECC (Elliptic Curves Cryptography) based RFID grouping-
proof protocol is proposed after the analysis of existing grouping proof protocols.

Methodology. Some ECC-based grouping-proof protocols cannot resist impersonation attack and other common attacks,
since there is no reader and verifier authentication or the reader and the verifier can be untrusted, one can also query the tags
actively to collect the attack tuple and trick genuine reader and verifier. So we propose a scheme can realize the authorized ac-

cess and mutual authentication of tags, readers, and verifier.

Findings. This paper attempts to expound on the initialization phase, the authorization phase, the group proof generation
phase, and the group proof verification phase of the new grouping-proof protocol, and also make analyses in terms of privacy
preservation, untraceability, reader anonymity, tag anonymity, authorization and authentication, etc.

Originality. In comparison to currently available ECC-based grouping-proof protocols, this protocol can realize the au-
thorized access and mutual authentication of tags, readers, and backend servers.

Practical value. Analysis results show that this new project meets the security and privacy requirements of RFID system
grouping-proof protocols, demonstrating better scalability and higher efficiency than similar protocols.

Keywords: grouping-proof protocol, authorization authentication, mutual authentication, Elliptic Curves Cryp-

tography, RFID

Introduction. In recent years, it was found that RFID
systems had to prove that certain items must COEXIST in
some applications. There are many application scenarios of
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this type: A doctor prescribes medicines in the same pre-
scription to reduce dosage risks for his patients; in the phar-
maceutical industry, drug manufacturers ensure that drugs
and prescriptions are sold together; at airports, boarding pass,
passport and baggage are generated as a group to ensure se-
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curity. In these applications, it is insufficient to ensure the se-
curity of a single entity. It is necessary to verify whether mul-
tiple entities are simultaneously in a group. The complete-
ness and security of these entities can be guaranteed only in
this approach. Identification and coexistence proof of group
tags is called tag grouping proof.

Grouping proof protocols fall into two types according to
data collection method: serial grouping proof protocols and
broadcasting grouping proof protocols. In data collection of a
serial grouping proof protocol, the reader generates a query
command and sends it to the first tag. After receiving the re-
sponse from the first tag, the reader sends the query com-
mand to the second tag after processing the data received
from the first tag. All other tags are processed sequentially.
The reader generates grouping proof only when it receives
the response from the last tag. In a broadcasting grouping
proof protocol, the reader broadcasts a query command and
all tags respond to the command. The reader then collects all
these responses and generates a grouping proof according to
these responses. An effective RFID grouping proof protocol
shall, with guaranteed protocol security, reduce tag calcula-
tion to the greatest extent to expand its application range. To
achieve this objective, this paper proposes an RFID grouping
proof protocol based on ECC.

The remainder of this paper is organized as follows. Sec-
tion 2 briefly reviews grouping-proof protocols based on
symmetric cryptography, Gen2 Standards and ECC, and con-
clude their disadvantages. Section 3 we analyze the security
requirements of grouping-proof protocols. We present a nov-
el RFID grouping-proof protocol which consists of four steps
in section 4. Security analyses and comparisons of the pro-
posed protocol and other related work are addressed in sec-
tion 5. Finally, we give the concluding remarks in section 6.

Related work. This section describes and analyzes exist-
ing types of grouping proof protocols, then further concludes
their disadvantages.

Grouping proof protocols based on symmetric cryptog-
raphy. Juels et al. [1] were pioneers in the research of multiple
tag scanning, They first introduced a proof approach with two
coexistent tags based on the idea of mutual signature of two
tags. It was called yoking-proof by the authors, implying that
the two tags were scanned simultaneously. But the protocol
then was proved that the solution by Juels was vulnerable to
reply attacks. They resolved the security problem of reply at-
tacks by introducing a timestamp to each session. Their new-
ly designed protocol could provide coexistence proof for a
group of tags. Considering that timestamps are predictable,
Piramuthu [2] proved that timestamps failed to completely
resist reply attacks and then suggested replacing timestamps
with random numbers to resist this type of attacks. But the
protocol was indicated that the grouping proof protocol
based on random numbers was not secure in multi-session
jamming attacks. Burmester et al. [3] proposed a security
model based on Universal Composability Framework for tag
grouping proof. The model was, however, found vulnerable
to various impersonation attacks. Later, grouping proof pro-
tocols irrelevant to tag response sequence were proposed,
and thus improved the efficiency of tag grouping proof pro-
tocols. However, there was a risk of tag identification leaks
in their grouping proof protocol, which violated tag privacy.
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Grouping proof protocols based on Gen2 Standards.
The grouping proof protocol complied with Gen2 standards,
which only Cyclic Redundancy Check Code (CRC) and
pseudo-random number generator were used in grouping
verification. However, there was a synchronous relationship
between the verification processes of group tags, i.c. the re-
sponse output of the current tag was the input to the next tag.
In this design, response information of tags could not be pro-
cessed concurrently. Chien et al. [4] consider that the proto-
col is vulnerable to reply attack while Peris-Lopez et al. [5]
insist that the protocol is vulnerable to impersonation attack.
To resolve security flaws, Chien et al. [4] proposes two
grouping proof protocols: online mode and offline mode. Pe-
ris-Lopez et al. [5], however, also proved that these two pro-
tocols were vulnerable to impersonation attack.

Grouping proof protocols based on ECC. In order to
achieve strong privacy preservation, it was necessary to in-
troduce public key algorithm to RFID verification proto-
cols to prevent tag identification leaks, and the possibility
to introduce public keys, especially ECC to RFID protocols
was discussed. Batina et al. [6] first put forward the priva-
cy-preserving RFID grouping proof protocol based on
ECC, which was however with timeout problem. Moreo-
ver, Lv et al. [7] indicated that it could not resist tracking
attack and thus proposed an enhanced protocol. Ko et al.
[8] later found the protocol by Lv et al. [7] with a flaw and
further proved that it could not work and then proposed an
enhanced protocol to resist tracking attack. In 2012, Lin et
al. [9] proposed a protocol to improve the efficiency of
Batina et al. [6], resolving the timeout problem in the gen-
eration of grouping proofs. A few follow-up pieces of lit-
erature similarly proved security and privacy-preserving
problems of the above-mentioned protocols and proposed
relevant improvement measures.

Security requirements of grouping-proof protocols. In
a grouping proof RFID interaction protocol, the main purpose
of adversary attack is to obtain grouping proofs p that can

pass verification. However, the tag proved to be existent T, ;

does not actually participate in the protocol or is not a valid
member of the group. Another purpose of the adversary at-
tack is to obtain privacy information of tags and the reader,
such as identification, location, and group information.

Attack channels of an adversary 4 fall into two types: the
attack on information channels and attack on participating
entities. Let’s assume that an adversary can completely con-
trol the communication channels between tags and the reader
as well as between the reader and the backend server. It can-
not only arbitrarily read, delete, tamper, delay delivery and
rep-lay any messages in the channels but also initiate any
session with any entity anytime. Let us also assume that the
adversary 4 can also capture any entity of tags and the read-
er anytime during protocol execution. For a corrupted entity,
the adversary 4 can get the internal status data successfully
but cannot get the private key of it.

Security requirements of RFID grouping proof protocols
in the Internet of Things:

Strong privacy preservation: Only authorized readers
can read the coexistence proof of a tag group. In addi-
tion, an attacker cannot get any identification or grouping
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information even if he maliciously captures all messages
in all interactions.

Untraceability: An attacker cannot identify the relation-
ship between two proofs {£} and {P;} through a captured

grouping proof set {£} . This means that he cannot associate

whether the generators of two grouping proofs belong to the
same group, nor can he identify whether the generators of
two proofs contain the same member.

Reader anonymity: In protocol execution, any attacker or
tag cannot get the identification of a reader.

Tag anonymity: Similar to reader anonymity, neither an
attacker nor a reader can get tag identification or grouping in-
formation.

Authorization: Valid grouping proofs are available only
when authorized readers and valid group member tags cor-
rectly execute the protocol. Any unauthorized reader cannot
get valid grouping proofs.

A novel RFID grouping-proof protocol. A grouping
proof verification message shall be able to verify the follow-
ing at the server:

(1) Reader and tag validity: verify that the message is gene-
rated by valid readers and tags. Tag validity falls into two as-
pects: First, if there is no attack on a tag, it can identify the
correct master tag communication key. On the other hand,
the tag and other tags participating in grouping proof genera-
tion are members of the same tag group.

(2) Validity of authorized reader access: This grouping pro-
of verification message shall be able to prove that the reader
has access to the tag group, i.e. already authorized access to
the tag group.

(3) Grouping proof validity: Grouping proofs generated are
valid only when authorized readers and valid group member
tags correctly execute the protocol proof, as well as all tags
of a tag group, participate in the generation of the grouping
proofs.

The following principles shall be taken into account in
protocol design to ensure correctness and security of a group-
ing proof protocol:

(1) In the generation of a grouping proof protocol, the cor-
rectness of tag grouping proof protocol must be guaranteed.
In addition, the identifications of a single tag and reader must
be authenticated. Only grouping proof information provided
by valid tags and readers is acceptable.

(2) In the generation of a grouping proof protocol, the pri-
vacy and security of each individual tag shall be considered.
Those of tags as an integrated group shall also be addressed.

(3) The improvement of grouping verification shall be con-
sidered from the complexity of individual tag, entire tag
group, and verification processing.

A new RFID grouping proof protocol has been designed
according to the above-mentioned functionality and security
analysis of grouping proof protocols. The RFID system con-
sists of three entities: tag, reader, and server. There are four
phases in the RFID grouping proof protocol. They are respec-
tively the initialization phase, the authorization phase, the
grouping proof generation phase, and the grouping proof ver-
ification phase. In the initialization phase, communication
keys are distributed to tags and readers. In the authorization
phase, readers are authenticated. Readers that pass verifica-
tion will be authorized read and write access to a certain tag
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group. In the grouping proof generation phase, coexistence
proofs are generated for multiple tags. In the grouping proof
verification phase, whether a group of tags can be read and
written simultaneously is identified by authenticating the va-
lidity of grouping proofs.

The notations used in the protocol are shown in table 1.

Table 1

Notations in the Protocol
Notations Meaning
P Base point in the EC group
y.Y Server’s private key and public key
v,V authorization private key and public key
XG> X, G,i Tag’s group private key and public key
Xiyjo X i j Tag’s private key and public key
ky . K, Reader’s private key and public key
r(x) The x-coordinate of x
r,c Random number

The initialization phase. The backend server selects a
random numb y ¢ 7, as its private key and calculate Y (= yP) to

get its public key. For tagr; select random number
Xg,» X; ; € Zas its private key. x, Is the private key of the
group of tag7; . Its public key is x; ; = x; ,P - x; ; Is its identi-
fication private key. Its public key is X, =x, P For reader R,
, select a random number £, as its private key. Its public key is
K, =k, P . Calculate X, (= x,P)to get thei th tag’s identifica-
tion /D, and store{ID,, y} and other information in a data-
base. Store {(xg,,x; ;). Y, K, } inthe tag.

Let us assume that each reader R, has a unique identifica-
tion 7p 2 - Calculate X, (= x, ;P) to get the j th tag’s identifi-
cation Dy, - The initialization process of readers and tags is

shown in fig.1.

Verifier/Database (V) Reader (Ry) Tag (Tj)
y, ks XisXi ;€ £
Y.k, K,
»
smre(lDR' K,)
Y, K;, x5, %;, j
»
store(X; ;, X ;)
Fig. 1. The initialization phase
Verifier ¥ generates  registration  information

(Y, k. K,.;) for reader R, and send it to the reader. The veri-
fier v also stores information (7D, , k) to its registration da-

tabase.

ISSN 2071-2227, HaykoBun BicHuK HI'Y, 2015, N2 5



IHOPOPMALIWHI TEXHONOTII, CACTEMHUN AHANI3 TA KEPYBAHHA

Verifiery generates registration information (x;,,x; ;
for each tag and send {(x;;, x; ;).Y,K,} to tag 7, ;. The
verifier/” also stores information (;, B Xed) to its registration

database.
The authorization phase. When it first reads a tag
group X ,, a reader needs verifier ¥ to authorize

read/write access to the tag group. The reader generates a
random number 7, calculate 7;, 7; and send it to verifier v.

The verifier calculates x|, , =7; - yT;, and search its regis-
tration database to identify whether X, ; = X7, , exists. If
X, =X, exists, the verifier generates a random number

ve Z,and sen 7 = vP to the reader. Meanwhile, the verifier
stores (IDg, , X ;,v) to its authorization database. Other-

wise, protocol execution aborted. A prompt of failure is re-

turned. This type of authorization application is non-
recurring, i.e. not required for every information exchange
unless the operation is changed to another tag group. See
fig. 2 for the detailed process.

Verifier/Database(V) Reader(Ry) Tag(Ty)
re,Z,
I,=rP
) T T =X, +rY
Xg, =T - T,

search(X; ;, X, ;)
if (exist(Xg ;= X ;)

generateve, Z, V—vP
=

store(IDy . X, v)
else
aborted

Fig. 2. The authorization phase

Verifier/Database(V)

Reader(Rg)

Tag(Ty)

else

re, Z,
T,

o

cier Z;

T,

. =
if(kXg;=c; WK, —kT, ;—cT, ;)

compute S, ; = k,f'Tzvl. and collect (S, ;,T, ;)

ignore the Tag

=P T, =K, ,+rV
T, T, (8105 Ty ) (805 15 ) (S0 T )5

c.

nhi€rZ Nhj;€xZ

T, =r,;P T, ;=n;Y

J

T,,; =@, +x, )K,

W=r (Xt X )

0.0 0Ty W

i

Fig. 3. The grouping proof generation phase

The grouping proof generation phase. Reader R, gener-
ates a random number ¢; and send it to the tag group X; ;

via broadcast packets. After receiving the broadcast packets,
tag 7, ;selects random numbers, ; an 5 ;, calculate

Toy =t P> Ty=n¥s Ty =0+ K, and w=r 4

+¢i(T +X, +Xg; ), and send (T, .. T, T, ;, w) back to
: -1

reader R,. The reader verifies k Xg 2= ¢, (WK, -

kT, —¢T,,)- If the two sides are equal, tag T ; belongs

to group X, ; . The reader then calculates s, = ki'T, ;- Oth-

erwise, the reader ignores the tag. Reader R, selects a random
number 7 and calculates 7, =P and7; = K , +rV . Reader

R, collects information of all tag group X ; members’ in-

formation(s; ;,7; ), generates grouping proof information

i,j»
(To, 1, (Si,l’Tl,l)’(S[,25TI,Z)""’(SI‘,H’Ti,n)) , and send it to
verifier v . See fig. 3 for the detailed process.

The grouping proof verification phase. Verifier v re-
ceives a group of information (T, T,(S,.T,)
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(S, T,) (S, T, ) requesting grouping proof verifica-
tion. The verification process is shown in fig. 4.
Verifiery calculates X; , =7, —vIand s, = yS, ;- T, ;,

search registration database (X, s

Xg.;), fetch all of tag
group X; ;’s tags X, , and calculates

i =X, ) ®F(RX, ) @ ®F(X, ) O
and
P =18 ) DS, ®--®FHS,) . @

If p; = p;, return prompt of success. Otherwise, return

prompt of failure.

Provable security and security comparison. Correct-
ness. Theorem 1. The grouping proof approach in this paper
is correct.

Proof. Let us assume that grouping proofs are calculated
in the above-mentioned processes. Then the grouping proof
generation and verification process is as follows:

(1) Calculate the group of a tag
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' (WK, —k,T, ,—cT, )=
=c ((ro,j +c(r1’j +x,; +x67/))Kk -
—kyry P—c(r  +x, K, )= 3)
= c’l(ro’ij +or Ky +ex, K +exg K, —
—kyr, P—cr K, —cx, K,)=

— 1 —
=c ckX; =

=k X,

The reader collects all members of tag group x; ; and

generates their grouping proof.
(2) Verification

S, =k’T,, =

$;=y8,;-T,= %)
=y(r, P+x, ;P)—n Y=
=X, ;.
Calculate
P =FOX, ) ®FOX, ) ® 070K, ) (6)
and
pi=HS )OS D DF(S,) - Q)

If p=p', return prompt of success. Otherwise, return

prompt of failure.
According to the CDH (Computational Diffie Hellman) as-
sumption, k, X, =x K, and yx, =X Y To calculate their

values, k, ,y andx, ; must be specified. These three values

are, however, respectively stored in the reader, the verifier,

:kk_l(rl,j"_x[,j)Kk = (4) .. . K
and the tag. It is impossible for the attacker to influence all of
=n,;P+x, ;P them. Therefore, the protocol is correct.
Verifier/Database(V) Reader(Ry)

<

{Toa Tla (Si,]’ Tl,l ), (Si,25 Tl,z )"'(si,na Tl,n )}

Xe.: =T, —yT,
S;=¥8, -1,
search (X; ;, X¢ ;)
SJetchall X; ; belong to
the same group X ;

if (p=p")
return success
else

return failure

compute p =r(yX,; ) ®r(yX,;,)®---Dr(yX; ,)
compute p'=7(S ) Dr(S,)D---DF(S,)

Fig. 4. The grouping proof verification phase

Security.We consider the security requirements of RFID
grouping proof protocols in the Internet of Things, i.e. strong
privacy preservation, untraceability, reader anonymity, tag
anonymity, and authorization. The following sections ana-
lyze the security of the protocol proposed in this paper from
the five perspectives.

The approach proposed in this paper is modified based
on the Schnorr scheme [10]. Thus, relevant adversaries in this
approach can be changed to those of the Schnorr scheme.
Literature [10] proves that under the OMDL (One More Dis-
crete Logarithm) assumption, the Schnorr scheme is secure
under active impersonation attack.

1. Strong privacy preservation. Strong privacy preserva-
tion implies that information of individual tags and privacy
information of tag groups cannot be leaked in the process of
grouping proof.

For a tag, the main privacy information transmitted in
verification consists of group key and identification key
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(xg.i»x; ;) - In the transmission process, group key and iden-
tification key are blinded via7, ; =(; ; +x, K, and
w=ry j+c;(h X  +xg ;) -

Also, r, ;.1 ;updates every time it finishes verification.
Therefore, it is impossible for an attacker to get any privacy
information of a tag via secret keys.

For a tag group, an attacker cannot get privacy infor-
mation of it if he fails to get its group key and identification
key. In grouping proof information (T, T, (S, T )

-1
(ST 5) (ST, ), both S ;=k'D; and T, ;=
=(1,;+x;;/K, include random numbers. Therefore, the

attacker cannot get identifications of readers and tags,
nor identify which parts of the information represent
identifications of readers and tags in the entire interaction
process.
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2. Untraceability. Untraceability implies that an attacker
cannot trace tags or tag groups via captured grouping proof
information.

In the same tag group, it can be found that each tag’s
response information is random. So it is with whether the
same member is included. This means that an attacker
cannot associate two verification processes of a tag via the
random information. Thus, tags are untraceable.

It is possible that an attacker can capture multiple
grouping proofs. However, parameters 7, c;, 7 ;7 ; used

in each generation process of group proofs are random
numbers independently generated by readers and tags. The
attacker cannot identify whether the generators of two ran-
dom grouping proofs are identical. For grouping proofs,
there are no common laws for the attacker to trace tags.
Thus, tag groups are untraceable.

3. Reader anonymity. Reader anonymity implies that
any attacker cannot get the identity information of a
reader. In interaction, a tag sends 7, ; = (5 ; +x, )K,toa

reader. An attacker cannot get identity information rele-
vant to the reader via7, ;. Thus, he cannot get the identi-

fication of the reader.
4. Tag anonymity. Tag anonymity implies that any atta-
cker cannot get the identification of tag7; ;. In interaction,

select random numbers, ;andr ; and calculate 7;, ; =7, ;P,

Ny=n;Y, T;=0;+x K, and W=7 ;+c(1+

+Xi,j+XG,j)-

Since 7y, jand 7, jupdate in each verification process, an

attacker cannot get tag identification via tag response infor-
mation.

5. Authorization. Authorization is composed of two as-
pects: Only authorized readers can successfully realize tag
group proof; only tag group members can participate in
and successfully complete group proof. When it executes
the grouping proof protocol with an impersonation of a
reader, an attacker can receive tag response information
but cannot know the private key k, of the authorized read-

er. Therefore, the grouping proof protocol cannot be gen-
-1
erated because k, X ,?=c; (wK; —k,T;, ; —¢,T, ;) cannot

be verified. Thus, the protocol can resist impersonation at-
tack on readers.

An attacker may try to let tags outside a group partici-
pate and complete grouping proof via impersonation or re-
play at-tack. Since various random numbers are introduced
in protocol interaction process, each session of a tag is in-
dependent. A replay attack is, thus, impossible. An attack-
er will not know the group key and identification private
key of the current valid tag, nor will he/she get the authori-
zation private keyv. Therefore, the verifier ) cannot cal-
culate X, =T, —vlyandS; =S, ;~T, ;, nor verify whe-

ther and p! =7(yS,)®#(1S,)®---®7(yS,) are equal. Then

grouping proof fails. The protocol is, thus, capable of re-
sisting the impersonation attack.

Above all, only valid tags can pass tag group authentica-
tion. Similarly, only valid readers can generate grouping
proofs.

Comparison in Security. The grouping approach based
on ECC mostly adopts the idea of tag mutual signature and
is a sequential processing process. Grouping proof effi-
ciency inevitably reduced if there are too many tag group
members. Table 2 illustrates the comparison between the
protocol proposed in this paper and other schemes based
on ECC.

Table 2
Comparisons of ECC-Based Grouping-Proof Protocol
Batina [6] Lv [7] Ko [8] Lin [9] Proposed
Untraceability % N % % N
Resist impersonation attack % % % % N
Authorization % % % % N
Scalability N N N N N

Conclusions.With the continuous expansion of RFID ap-
plication, the demand for tag grouping proof protocols is also
growing. Security and efficiency flaws have been identified
in existing grouping proof protocols through our analysis. On
this basis, this paper proposes a highly reliable RFID group
tag verification protocol, which can simultaneously verify
multiple tags in an effective and secure manner within a
short time. Comparatively speaking, link grouping proof pro-
tocol based on ECC has far lower generation efficiency than
broadcasting grouping proof protocol. This paper has elabo-
rated on this protocol, analyzed its security features, and
compared it with existing grouping proof protocols based on
ECC in detail. As revealed by the findings, the protocol de-
signed in this paper is able to meet the security requirements
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of grouping proofs and is highly reliable with guaranteed ac-
curacy and security.
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Mera. [3 mIMPOKKUM BXXKHMBaHHSIM CHCTEM pajioyacTo-
THOI imeHTH(DIKAIIi CTalo0 aKTyaJbHUM 3aBJaHHS PO3pO-
O0kM eheKTUBHUX 1 OE3MeYHUX MPOTOKOIIIB PAaTi00OMIHY.
VY pe3ynbTati aHami3y iCHYIOUHX MPOTOKOJIIB OOMIHY CH-
CTeM pamioyacToTHOI imeHTH]IKarmii A7 BUPIMICHHS 3a-
BIaHb 3a0e3nedeHHs KOH]iIeHIiitHOCTI, Oe3nekn Ta
e(eKTUBHOCTI, 3allpOIIOHOBAHUH HOBHH MPOTOKOJ Ha
OCHOBI eNlinTU4HOI KpunTorpadii.

Metomuka. Jleski MPOTOKOJIM HAa OCHOBI EIINTHYHOL
kpurnrorpagii He MOXXYTb MPOTHUCTOSTH aTalll IULIXOM ITiJI-
MIHHM YYacHHUKa Ta IHIIUM TOLIMPEHUM BH/IaM aTak, OCKiJb-
KU B HUX BIJICYTHSI ayTeHTU(IKALlisl 3YMTYIOUOTO Ta TIepeBi-
POYHOTO IPUCTPOIB, A00 K 3UNTyBad 1 BepU(IKATOP MOXKYTh
OyTH HEBIIOMOTO TTOXO/KEHHSI, KPIM TOTO 3JIOBMUCHHK MO-
ke copMyBaTH Hadip aTak, aKTUBHO 3alPOIIYIOYN MiTKH,
abu 00IypUTH CIIpaBKHil 34UTyBad 1 Bepu(ikaTop.

Pe3yabTar. ¥ crarTi 3pobneHa cripoda IeTaibHOTO BU-
KJIaJly eTariB iHiljastizanii, aBropusaiii, FeHepyBaHHs Mi/T-
BEp/DKEHHS Ta Horo Bepuikamii IS HOBOTO IPOTOKOIY
00MiHy, a TaKOX aHaJli3y MPOTOKOJY Ha KOH(ICHIIHHICTb,
HEIPOCTE)KYBAHICTh, 3a0C3ICUCHHSI AHOHIMHOCTI 3YHTYO-
YOro MpUCTPOIO0 Ta MITOK, aBTOpHW3allii, ayTeHTH(IKatil i
TOMY TIO/TiOHE.
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HaykoBa noBmu3na. [TopiBHSHO 3 iCHYIOUMMH TTPOTOKO-
Jamu OOMiHY Ha OCHOBI eiNTHYHOI Kpurrorpadii, 3ampo-
MOHOBAHMH MPOTOKOJI JO3BOJISIE 3IIMCHIOBATH aBTOPH30Ba-
HMI IOCTYII 1 B3a€MHY ayTeHTH(DIKAI[I0 MITOK, 3UMTYBayIB 1
BHYTPILIHIX CEPBEPIB.

IMpakTiyna 3HAYNMICTh. AHaII3 pe3yJIbTaTiB M10Ka3aB,
1110 HOBHMI{ IPOEKT MPOTOKOJTY BIJIIIOBIIA€ BUMOTaM Oe3IeKn
Ta KOH(IJICHIIITHOCTI, 10 MPEI'IBISIFOTECS 10 MPOTOKOIIB
00MiHy cucTeM pajiodacToTHOl ineHTudikari, FeMoHCTpY-
I0YM TIPH [[bOMY BEJIMKY YHIBEpPCAJIBHICTh 1 €()EKTHBHICTH
TIOPIBHSHO 3 aHAJIOTTYHUMH ITPOTOKOJIAMH.

Kirouosi ciioBa: npomoron obminy, asmopuszayis, ay-
meHmugixayis, e3aemHa aymeHmugikayis, eninmuyHa Kpu-
nmoepaqis, padiouacmomua ioenmuikayis

Henb. C mMpOKUM NPUMEHEHHEM CHCTEM pajidodac-
TOTHOH MIEHTH(HKALIMH [IEPEel YUYSHBIMH CTajla aKTyaJIbHOM
3a1a4a pa3padoTku 3PEKTUBHBIX U OE30MaCHBIX MPOTOKO-
JIOB pajmooOMeHa. B pesysbrare aHanmmsa CyIIecTBYIOIINX
MIPOTOKOJIOB OOMEHa CHCTEM PaJIMOYaCTOTHOH HACHTHU(U-
KalluH, JUTsl PEIIeHHsT 3a/1a4 00ecreueH sl KOH(PUICHIINAb-
HOCTH, 6€301acHOCT! U 3(h(PEKTUBHOCTH, TIPEIIOKEH HOBBIH
TIPOTOKOJI HA OCHOBE JUTUITHYECKOH KpHUnTorpadum.

MeTtoauka. HekoTopblie IPOTOKOBI HA OCHOBE SJUIHII-
THYECKON KpHnTorpaduu He MOTyT NPOTHBOCTOSITH aTaKe
IMyTEéM TIOMEHBI YJaCTHHKA U APYTHM PACHPOCTPAHEHHBIM
BHUJIaM aTaK, ITOCKOJIbKY B HHUX OTCYTCTBYET ayTEHTH()HKa-
LMsl CYMUTHIBAOILETO M MPOBEPOYHOIO YCTPOWCTB MM K€
CUMTBHIBATENb U BEPH(HUKATOP MOTYT ObITh HEM3BECTHOTO
MIPOMCXOXKACHUSA, KPOME TOTO 3JIOYMBIIUIEHHUK MOXKET
copmupoBaTh HaOOp arak, aKTHBHO 3allpallliBas METKU,
YTOOBI OOMaHYTh TIOUTHHHBIA CUUTHIBATENb U BEPHU(UKATOP.

PesyabTat. B crarse npemmpuHsTa HOMBITKA HOIPOOHO-
TO M3JIOKEHHSI 3TAllOB MHULIHAIIM3AIINN, aBTOPU3AINH, T'eHe-
PHMpPOBaHST OITBEPIKIICHHS M €ro Bepu(HKaI|H JUIsl HOBO-
ro IPOTOKOJa OOMEHa, a TaKXkKe aHaIN3a IPOTOKOJIAa Ha
KOH(HICHIINAIBLHOCTB, HETIPOCIIEKUBAEMOCTb, 00ECIICUEHHS]
AQHOHMMHOCTH CUHUTBIBAIOLIIETO YCTPONUCTBA U METOK, aBTO-
pH3aLyy, ayTeHTU(HUKALIHN U T.I1.

Hayuynasi HoBU3HA. B cpaBHEHHMH C CYIIECTBYIONMMHU
MPOTOKOJIAMH OOMEHa Ha OCHOBE SJUIMIITUYECKOH KPHUIITO-
rpaduy, NPeAIOKEHHBIH MPOTOKOJ TMO3BOJISIET OCYILECTB-
JATH ABTOPM30BAHHBIN JIOCTYII M B3aUMHYIO ayTeHTH(HKa-
IIMIO METOK, CUMTHIBaTeNIei 1 BHYTPEHHHUX CEPBEPOB.

IpakTuyeckast 3HAYMMOCTb. AHAINU3 PE3YJILTATOB T0-
Ka3aJl, YTO HOBBIM MPOEKT MPOTOKOJIA OTBEYACT TPEOOBAHH-
siM 0€30MacHOCTH M KOH(HACHIMAIBHOCTH, TPEbsIBIIsIC-
MBIM K MPOTOKOIAM OOMEHa CHCTEM paJuO4acTOTHON
HAACHTH(UKAIN, TEMOHCTPUPYS TPH 3TOM OOJBIIYIO YHH-
BEpCATBHOCTH M A(P(PEKTUBHOCTD B CPAaBHEHNH C aHAJIOTHY-
HBIMH TIPOTOKOJIAMH.

KuroueBble ciioBa: npomokon obmena, asgmopusayus,
aymenmugpuKkayus, 63auMHas aymeHmu@uKayis, 2aIunmu-
yecKasl Kpunmozpapusi, paououacmomuast UOeHmuuKayLs
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