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Purpose. Development of a scientific and methodological approach for creating a phase depiction of a cybercrime victim by
identifying significant personified characteristics.

Methodology. In the process of research, methods of systematization, comparison, grouping, logical generalization, bibliomet-
ric analysis, regression analysis (the method of sigma-limited parameterization), and the algorithm of associative rules were used.

Findings. According to the results of the research, it was established that the countries with the highest rates of cyber fraud in
the field of financial services include Luxembourg (15 %), France (14 %), Great Britain (13 %) and Denmark (11 %) are among.
In 2020, on average, every 10" resident of the European Union became a cyber victim when performing financial transactions. The
results of an empirical analysis using the algorithm of associative rules showed that in 100 % of the analyzed cases of cyber fraud in
the field of financial services among European residents, stable patterns are found between the following parameters: “a married
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woman who raises three children”, “a woman aged 55—64 years old who raises three children”, “a married person who periodi-
cally experiences financial difficulties and raises three children”, “a person who lives in a rural area and raises three children”, “a
person aged 65—74, who has three children”. In addition, the probability for a woman raising three children of becoming a victim
of cyber fraud is 87.5 %. In 71.4 % of cybercrime cases in the field of financial services, a close causal relationship is traced with the
following parameters: “manual worker who was cyberattacked through a smartphone”, “a person who periodically experiences
financial difficulties and a cyberattack occurred through a smartphone”.

Originality. The use of profiling technology allows evaluating and predicting the behavior of the financial services consumer in
the conditions of the growing risk of cyber fraud based on the systematization and establishment of cause-and-effect relationships
between the most informative personalized signs of them.

Practical value. The development of a phase depiction of a probable victim of cybercrime in the financial system allows identi-
fying the signs of a cyber threat in the early stages, and immediately reacting to it, thus neutralizing or minimizing the negative

consequences. The results of the conducted research will have practical significance for the management of financial institutions

and public organizations that specialize in training and raising the level of financial and digital literacy of citizens.
Keywords: victim, cybercrime, associative rules, financial institutions

Introduction. The rapid use of digital products in various
spheres of activity, the increase in Internet payments, the tran-
sition to e-government services, the development of the fin-
tech industry are signs of the digital transformation of eco-
nomic and social relations. Accordingly, the issue of cyber
protection of personal and financial data is one of the main
threats to the reputation, security, and economy of the coun-
try. Hacker attacks can cause serious consequences in the
physical space, as well as provoke the emergence of threats to
the financial stability of the country. Siemens experts deter-
mined that 56 % of energy supply facilities reported at least
one cyberattack that resulted in data loss or work stoppage [1].
Cyber-attacks lead to significant financial losses: theft of cor-
porate information, theft of financial data, theft of money, vi-
olation of the terms of a trade agreement, or, in general, loss of
business or contract. Cyber-attacks can cause reputational
losses and undermine the trust of economic entities (contrac-
tors, consumers, etc.). This, in turn, can potentially lead to
lost customers, lost sales, and reduced profits. In 2020, cyber-
crime losses in the US are estimated at $4.2 million, which is
twice as much as in 2018 ($2.7 million).

Today, cybercriminals are technologically advanced
groups that use modern information solutions: artificial intel-
ligence, cloud technologies, powerful computer support, and
others. Strengthening the efforts to reduce the number of cy-
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ber victims from financial transactions is impossible in isola-
tion from the scientific support of the cyber protection system.
The modern development of information technologies makes
it possible to accumulate large datasets, process them and ob-
tain scientifically based regularities, which should be taken
into account when forming a system for preventing cyber
threats in the financial sector. One of the leading directions in
solving this task is the creation of the phase depiction of a
probable cybervictim, which allows identifying the signs of a
cyber threat in the early stages, and reacting accordingly,
thereby neutralizing or minimizing the negative consequences.

Literature review. Ensuring cyber security is an ever-grow-
ing problem for critical infrastructure facilities and national
regulators. Today, combating cyber threats is one of the main
topics for discussion at international economic forums and
conferences; this issue is widely investigated in the works of
foreign scientists. Bibliometric analysis was used to examine
trend and structural regularities of publication activity on cy-
ber security issues. Scopus scientometric database was selected
for analysis. In the search query, articles corresponding to the
simultaneous consideration of such categories as “cybercrime”
and “cyber threat and cyber security” were selected. For a
more in-depth analysis, only those articles that belong to such
thematic fields as “social sciences”, “economics and finance”
and “business, management, and accounting” were selected.
The search tools of the Scopus scientometric database made it
possible to identify 2,814 scientific articles on the analyzed
topic from 2008 to 2022 (Fig. 1).
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Fig. 1. Dynamics of scientific articles on cyber security indexed
by the Scopus scientometric database

Fig. 1 shows that the significant popularity of this issue in
scientific circles, as well as its permanent growth. A significant
spike in publication activity on this issue was recorded in 2013
(116 publications), while in 2012 — 64 publications. In 2021,
520 articles devoted to the study on cyber threats in the context
of social sciences and humanities were published.

During 2018—2022, the most active educational institu-
tions whose scientists deal with this issue include: University
of Oxford (22 articles published), The University of Texas at
San Antonio (19 articles), University of Melbourne (16 arti-
cles), Deakin University (15 articles) and Universiteit Leiden
(14 articles) (Fig. 2).

The analysis of the geographical structure of the affiliation
of scientists with high publication activity in the field of cyber
threats and cyber security in the context of social and humani-
tarian sciences only showed that the largest number of works
on the specified topic were implemented by scientists from the
USA (868 articles), Great Britain (379 articles), India (201 ar-
ticles), Australia (156 articles) and China (110 articles).

Nowadays, enterprises, regardless of their industry affilia-
tion, actively invest funds in the development of their informa-
tion security and constantly monitor the internal system of com-
bating cyber threats [2, 3]. In particular, the work by Al-Tahat
and Moneim [4] analyzed the areas of practical application of
neural networks and genetic algorithms in the information secu-
rity management system of commercial banks. Berdyugin and
Revenkov [5] developed, using Borland Delphi, software for
quantitative assessment of the probability of cyberattack risk us-
ing electronic banking technology. Yarovenko, et al. [6] devel-
oped a methodology for assessing the risk of loss of information
and knowledge due to violations in the company’s information
security. The work by Leonov, et al. [7] developed a prototype of
the information system for suspicious transactions related to
money laundering through banks based on the Structured Anal-
ysis and Design Technique in the DFD notation.

When forming a system for combating cybercrimes, it is im-
portant to monitor the behavioral patterns of both cybercrimi-
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Fig. 2. Top universities whose scientists are engaged in cyber
security

nals and cybervictims. In the article by Noor, et al. [8] con-
structed phase profiles of cyber fraudsters based on the analysis
of their attack models by using the technique of distributed se-
mantics of natural language processing. To identify suspicious
operations in the information environment, biometric identifi-
cation technologies are used [9, 10]. Yerdon, et al. [11] suggest-
ed using active eye tracking indicators to identify cyber fraud-
sters among employees of large companies. The work by Mou-
sa, et al. [12] substantiated the need to strengthen information
security among employees of financial institutions.

According to a group of scientists [13, 14], one of the fac-
tors of the rapid spread of cyber threats is the low level of digi-
tal and financial literacy, as well as insufficient awareness of the
population about cyber-attacks and their potential destructive
consequences. A significant number of cyberattacks are suc-
cessfully implemented due to careless behavior in social net-
works [15]. In particular, the work [16] defines a set of cyber
security skills of non-IT specialists that allow reducing risks to
the information security of the company.

Increased ease of monetization of embedded financial and
personal data as a result of cyberattacks is one of the reasons
for the growth of cybercrime. An increase in the number of
crimes in the information environment causes an increase in
the scale of the shadow economy [17].

Purpose is the development of a scientific and method-
ological approach for creating a phase depiction of cybercrime
by identifying significant personified characteristics.

Methods. To create a phase depiction of a cybervictim, a
scientific and methodological approach has been developed,
which involves the step-by-step implementation of the follow-
ing steps:

1. Selection of the most relevant indicators characterizing
cyber fraud using sigma-limited parameterization and Pareto
diagram of t-values for GRM coefficients.

The Pareto chart allows you to visualize using the values of
the Student’s t-test of the priority of the indicators. This ap-
proach refers to one of the one-dimensional tests of signifi-
cance.

2. Formation of a portrait of a victim of cybercrime based
on taking into account significant personal characteristics
identified using an algorithm of associative rules.

Associative rules are a very powerful technology that al-
lows you to discover relationships between related events or
elements. Generally, association rules are in the form of X= Y
where X and Y are the itemsets in the database. X is called an
antecedent and Yis called a consequent [18, 19]. Associative
rules are described in the form: X — Y, XN Y — . Associa-
tion rule mining consists of two basic measures and these are:
support (s) and confidence (c).

Support: It is the probability that both X and Y will occur
together in a transaction. Support (X — ¥) of the associative rule
is a value equal to the ratio of the number of records XU Yin the
database D to the total number of records in the database.

Confidence: It is also the probability, but it follows a con-
dition. In confidence, if a transaction has X, then it will also
contains Y. Confidence to the associative rule is a value equal
to the ratio of its support (X — Y) to the support supp(X — Y)
of the set X.

Support ({4, B}) = Number of Transactions (4, B).

Confidence (4 = B) = Support (4, B)/Support (A).

Rules are generated in association rule mining using fol-
lowing two steps [18, 19]:

1. All the frequent itemsets are found using minimum sup-
port.

2. Using these frequent itemsets, strong association rules
are generated, having confidence ¢ above a predefined thresh-
old value.

All calculations within the scope of this study were carried
out in the Statistics software product.

Results. The use of profiling technology allows evaluating
and predicting the behavior of the consumers of financial ser-
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vices and is based on the systematization and establishment of
cause-and-effect relationships between the most informative
personalized characteristics. Remark that profiling technolo-
gies are a fairly common practice in law enforcement agencies
to establish typical psycho types of criminals. In 2020 the spe-
cial Eurobarometer survey was published that aimed at identi-
fying EU citizens’ awareness, experience, and perception of
cyber security. The primary data of these survey was used for
creating a phase depiction of cybercrime victim. 25 countries
of the world were selected for analysis. IBM specialists [20]
established that during 2018—2020, the most vulnerable sphere
of activity to cybercrimes was the financial sector. Based on
this, the creation of the phase depiction of the consumer of
financial services as a cybercrime victim is based on the indica-
tor “the share of the population that has encountered cyber
fraud in the field of financial services” in the cross-section of
European countries. The top countries with the highest rates
of cyber fraud in financial services are Luxembourg (15 %),
France (14 %), Great Britain (13 %), and Denmark (11 %). In
2020, on average, every 10th resident of the European Union
became a cyber victim via financial transactions. 55 informa-
tional features were used based on data from 25 European
countries to create a portrait of a likely cyber victim of a con-
sumer of financial services.

The sigma-limited parameterization and a Pareto diagram
of t-values for GRM coefficients are used to identify the most
relevant indicators characterizing each of the 12 information
features of the victim behavior. To build a Pareto chart using
the sigma-limited parameterization method, it is necessary to
additionally involve additional indicator — “persons who have
encountered cyber fraud in the financial services” is chosen.
The results of determining significant characteristics of the in-
formation feature “age” by constructing a Pareto diagram are
presented in Fig. 3.

Table 1 presents all possible personal characteristics of a
cyber victim and the results of selecting significant factors for
creating a phase depiction of cybercrime victim.

After analyzing the survey data of citizens of the European
Union regarding their attitude to cyber security issues, the fol-
lowing facts were identified:

-in 2020, the highest values of the cybercrime indicator in
the field of financial services (21 %) were recorded for Lithu-
anian citizens aged 25—34 and Italian citizens aged over 75;

- the highest level of cyber fraud among consumers of finan-
cial services was recorded for the following spheres of their activ-
ity: persons studying (17 % — Hungary); freelancers (23 % —
Denmark); managers (23 % — Ireland); other white collars
(22 % — France); manual workers (17 % — Latvia); households
(24 % — Bulgaria); unemployed (23 % — Denmark); retired
(14 % — Great Britain); student (17 % — Hungary);

Pareto Chart of t-Values for Coefficients; df=7
Variable: Il
Sigma-restricted parameterization

t-Value (for Coefficient;Absolute Value)

Fig. 3. Pareto diagrams of t-values of the significance of the in-
fuence of the information feature “age” on the perfor-
mance indicator

Table 1
Input data for creating a phase depiction of cybercrime victim

Gender man (G1)*; woman (G2)*

Age 15—24 years (A1); 25—34 years (A2); 35—44
years (A3)*; 45—54 years (A4); 55—64 years
(A5)*; 65—74 years (A6)*; 75+ years (A7)

still studying (SPC1); self-employed
(SPC2); managers (SPC3); other white
collars (SPC4); manual workers (SPC5)*;
house persons (SPC6); unemployed
(SPC7); retired (SPC8); students (SPC9)

married (MS1)*; single living with a partner
(MS2)*; single (MS3); divorced or separated
(MS4); widow (MS5)

Socio-professional
category

Marital status

Household single household without children (HS1)*;
situation single household with children (HS2);
multiple household without children
(HS3)*; household with children (HS4)*
Household 1 child (HC1)*; 2 children (HC2)*;
composition 3 children (HC3)"; 4+ children (HC4)*
Difficulties paying | most of the time (DPB1); from time to time
bills (DPB2)*; almost never/never (DPB3)*
Consider belonging | the working class (C1); the lower middle
to class (C2)*; the middle class (C3)*; the upper
middle class (C4); the upper class (C5)
Subjective rural village (SU1)*; small/mid-size town
urbanization (SU2)*, large town (SU3)*

Use of the Internet | every day (UI1)*; often/sometimes (UI2)*

home computer (DAI1); laptop (DAI2);
tablet (DAI3); smartphone (DAI4)"; TV
(DAIS)*; game console (DAI6)

website (AEP1)"; email address (AEP2);

Devices used to
access the Internet

Aware of existence

of portals/forms online form (AEP3); contact number
for reporting (AEP4); any other way (AEP5)
cybercrime

* statistically significant indicators

- among European countries, on average, 7 % of married
persons became victims of cybercrime (while in France —
16 %, Latvia — 15 %); 8 % are single living with a partner (Ita-
ly, Romania — 14 %); 7 % — single (Latvia — 15 %, Great Brit-
ain — 13 %); 7 % — divorced (Great Britain — 20 %, France —
16 %); 9% — widow/widower (France — 21 %);

- households with children were more likely to become
victims of cyber fraud when using financial services;

- among the top European countries whose persons be-
came cyber victims in the field of financial services, depending
on the composition of their families, we note the following:
citizens of Lithuania who have one child (22 %); Danish citi-
zens who have three children (20 %); French citizens who have
four or more children (18 %);

- 12 % of average Europeans had difficulties paying their
bills, and accordingly, they are more likely to become a victim
of cyber fraud;

- average Europeans who consider themselves to belong to
the upper class (33 %) more often became victims of illegal
activities in virtual space compared to those persons who con-
sider themselves lower on the social scale;

- the largest number of offenses related to the use of finan-
cial and moral damage in financial settlements is related to
persons living in large cities: in Croatia — 22 % of citizens,
France — 18 %, Belgium, Austria, and Great Britain — 15 %;

- an average of 13 % of residents of European countries be-
came victims of cyber fraud due to the use of a game console,
while in some European countries this figure is several times
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higher: Romania — 37 %, the Czech Republic — 36 %, Hun-
gary — 35 %. In addition to the game console, the survey found
that on average 11 % of Europeans were exposed to cyber-at-
tacks due to the imperfection of the protection system when
making financial transactions through smart TVs, while in Ro-
mania — 27 % of citizens, Hungary — 26 %, Latvia — 21 %;

- only 13 % of residents of European countries are in-
formed about ways to report a cyber-attack when making fi-
nancial calculations. At the same time, it should be noted that
in some European countries this indicator is critically low:
Latvia — 1 %, Spain, Portugal, Slovakia — 4 %, Sweden — 5 %.

Having selected the relevant indicators for building a phase
portrait of a potential cyber victim of a consumer of financial
services by using associative rules. Association rule mining in-
volves the use of unsupervised machine learning techniques to
analyze data for patterns, or co-occurrences, in a database.

We have built a network of associative rules of causality of
connections between indicators of the cyber vulnerability of
consumers of financial services. To implement this stage, we
will use the STATISTICA software product: the Data Mining/
Sequence, Association, and Link Analysis command. For mak-
ing associative rules we set up the following parameters: mini-
mal support = 20.0 %, confidence = 10.0 %, maximum size of
an itemset = 10. We present the obtained results in Table 2.

Based on an in-depth analysis of statistical data on cyber
fraud in the field of financial services through the construction
of associative rules, the following conclusions can be drawn:

- in 100 % of the analyzed cases of cyber fraud in the field
of financial services among residents of European countries,
stable patterns were found between the following parameters:
“a married woman who raises three children”, “a woman aged
55—64 who raises three children”, “a married person who pe-
riodically experiences financial difficulties and raises three

- the probability of becoming a victim of cyber fraud for a
woman raising three children is 87.5 %;

- with a probability of 83.3 %, cause-and-effect relation-
ships are traced between the following parameters: “a woman
who periodically experiences financial difficulties and raises
three children”, “a woman who has a child”, “a woman aged
55—64”, “a married person raising two children”, “a person
living in a small town and raising two (three) children”;

- in 71.4 % of cases of cybercrime in the field of financial
services, a close causal relationship is traced with the following
parameters: “a manual worker who was cyberattacked via
smartphone”, “a person who periodically experiences finan-
cial difficulties and cyberattack occurred via smartphone”.

Thus, the identified parameters using the algorithm of as-
sociative rules make it possible to determine the most vulner-
able categories of the population that need enhanced informa-
tional and advisory assistance in increasing the level of their
information security when carrying out financial transactions.

Conclusions. The mass introduction of digital technologies
creates both additional opportunities for the development of
economic entities and certain threats — leakage of confidential
data, theft of funds, loss of reputation, etc. In order to effec-
tively counter cyber threats and ensure the financially stable
and uninterrupted functioning of economic entities, it is ad-
visable to adopt a set of measures aimed at monitoring the
components of their information security, combining the ef-
forts of the national regulator and company managers to in-
form about real and potential cyber-attacks, as well as creating
high-quality competencies in the field of information security
by improving the qualifications of employees. The proposed
technique for building a profile of a cyber victim allows one to
identify the most vulnerable groups of the population and im-
prove the level of their digital hygiene.
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Meta. Po3poOka HayKOBO-METOAUYHOIO ITiIXOMY ISt
mooynoBu (ha30BOro IMOPTPETY XKEPTBU KibeplaxpaiicTBa
LHUISIXOM  ifeHTUdiKalil 3HauMMuUX TMepcoHihiKoBaHUX Xa-
PaKTEepUCTUK.

MeTtoauka. Y npoiieci 1oCcaiIKeHHs] BAKOPHUCTOBYBAJIMCh
METOOM CUCTeMaTu3allii, TOPiBHSIHHS, TPYIyBaHHS, JIOTiu-
HOTO y3arajJibHeHHs1, 0i0J1ioMeTpUYHOro aHali3y, perpeciii-
HUI aHaJi3 (MeTox curMa-oOMeXeHOi IapaMeTpu3allii) Ta
JITOPUTM acOLliaTUBHUX MTPABUIT.

PesympraTin. 3a pe3ynbrataMu OOCIIIKEHHS BCTAHOBIIE-
HO, 10 IO KpaiH i3 HaWBUIIMMU ITOKAa3HUKAMM KibepIiax-
paiicTBa y cepi (piHaHCOBUX MOCHTYT HajiexXaTh JItokceMOypr
(15 %), ®pannis (14 %), Benukoobpuranis (13 %) i HanHig
(11 %). Y 2020 poui y cepenHboMy KoXHU 10-i1 xutesb €B-
porneiicbkoro Coro3y cTaB KibepxXepTBOlO MpH 3IiliCHEHHi
(hinancoBux TpaH3akiiii. 3a pe3yapTaTaMu MPOBEAECHOTO M-
MipUYHOTO AOCHIIKEHHS 3 BUKOPUCTAHHSIM aJrOPUTMY aco-
LIaTUBHMX IPaBUJI BCTAHOBJIEHO, 1110 Y 100 % aHamizoBaHUX
BUIAJKiB KibepiaxpalicTB y cdepi piHaHCOBUX MOCIYT ce-
pen XXUTeliB €BPOIEMChKUX KpaiH BUSIBJEHI CTiliKi 3aKOHO-
MipHOCTi MiX TaKUMU MapaMeTpaMu: «3aMiXH$ XiHKa, sKa
BHUXOBYE TPHOX [iTeil», «KiHKa Y Billi 55—64 poku, siKa BUXO-
BYE TPBHOX HiTeil», «3aMixXHs (oApyxXeHa) ocoba, sKa IMnepio-
IWYHO BimuyBa€ (piHAHCOBY TPYIHOII il BUXOBYE TPHOX Ii-
Teil», «ocoba, sika MPOXKUBAE B CLJIbChKiil MiCLIEBOCTI Ta BU-
XOBY€E TPBOX [iTeil», «ocoba y Bili 65—74 poku, sIKa Mae
TpbhOX AiTeli». KpiM 11bOro, IMOBIpHiCTb CTaTH XEPTBOIO Ki-
OepuiaxpaiicTBa XiHIli, sika BUXOBYE TPbOX HiT€i, CTAHOBUTb
87,5%. Y 71,4 % BumankiB Kibep3JIOUYMHHOCTI ¥ cdepi bi-
HAaHCOBUX TOCIYT TPOCHIAKOBYETHCS TICHUN Kay3aJbHUIA
3B’5130K i3 TAKMMU MapaMeTpaMu: «IpailiBHUK Hi3nYHOi Mpa-
11i, y SIKOTO Kibeparaka Bimoynacs yepe3 cMapT¢hOH», «0coba,
sKa MepioanyHoO BimuyBae hiHaHCOBI TPYAHOIII i KibepaTaka
BimOysacst yepe3 cMapThOH».

HaykoBa HoBM3HA. BruiKopucTaHHSI TexHoJOril npodaii-
JIIHTY AO3BOJISIE OLIIHUTU Ta CIIPOrHO3YBaTU TMOBENiIHKY CIO-
>KMBaya (hiHaHCOBUX ITOCJIYT B YMOBAaX 3pOCTalOUOro pU3UKy
KiGepuiaxpaiiCTB Ha OCHOBI cUCTeMaTH3allil Ta BCTAHOBJIEH-
HSI TIPUUMHHO-HACJIAKOBUX 3B’SI3KiB MixX HaiOibIl iHpOp-
MaTUBHUMMU TEPCOHiI(iIKOBAHMMH iX O3HAKAMU.

IIpakTyna 3uauumicts. Po3poOka (azoBoro moprpery
MMOBIpHOI XXepTBU KibepimaxpaiicTBa y (piHaHCOBiil cucTeMi
I03BOJISIE iMeHTU(IKYBaTU O3HAKU KiOep3arpo3u Ha paHHiX
eranax, BiIIOBIAHO BifpearyBaTu Ha Hei, TUM CaMUM Hel-
TpaslizyBaTu abo MiHiMi3yBaTu HeTaTUBHi Hacinku. Pe3ynb-
TaTU MIPOBEICEHOTO JOCTIIKEHHSI MAaTUMYTh NMPAKTUIHY 3Ha-
YUMICTh U1 MEHEIKMEHTY (hiHaHCOBUX YCTaHOB i rpoMal-
CbKHUX OpraHizauii, 1o CreLiali3yloTbCsl Ha HaBYaHHi i mif-
BUIIIEHHI PiBHS (hiHAHCOBOI Ta LU(PPOBOi TPAaMOTHOCTI IPO-
MaJIsH.

KiouoBi ciioBa: scepmea, kibepznouurHicms, acoyiamueHi
npaeuaa, QiHanHcosi ycmarHosu
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