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PROTECTION OF INFORMATION RESOURCES AS AN INTEGRAL PART
OF ECONOMIC SECURITY OF THE ENTERPRISE

Purpose. To build a mathematical model and algorithms for optimizing the losses that the company may suffer from informa-
tion threats and the costs necessary to prevent these losses.

Methodology. General and special methods of cognition were used to perform scientific research: comparative analysis, logical
generalization and systematization, mathematical abstraction, system-oriented analysis.

Findings. A mathematical model and optimization algorithms are proposed for using an improved methodological approach to
the formation of information security of the enterprise in terms of minimizing costs and losses. This allows one not only to analyze
threats and determine the weight of factors’ influence but also to determine effective tactics and strategies to minimize their con-
sequences.

Originality. During the research, a mathematical model and algorithms of optimization of losses from information threats and
expenses of the enterprise for their neutralization are created. It also allows us to predict the likely consequences of probable
threats. Methodological approaches to the formation of the optimal level of costs to maintain the appropriate level of security have
been improved. It is shown that the analysis of information risks and threats of assessment of financial and economic stability of
the enterprise to information danger should be accompanied by comparison in a dynamic mode of the corresponding economic
indicators. The introduction of a methodological approach to comparing the real and optimal values of the integrated indicator of
resilience allows managers to assess trends and directions of projected information threats and the need to allocate sufficient re-
sources for protection.

Practical value. The results of the study can be used by practitioners to implement effective management of information risks
and neutralize their impact on economic indicators of the enterprise and by scientists to develop strategies and methods to neutral-
ize information threats to financial and economic stability, production and economic stability and organizational and economic

stability, the latest methods of enterprise risk management.

Keywords: information security of the enterprise, mathematical model, algorithm, integrated indicator, enterprise stability

Introduction. In modern conditions of rapid changes in the
field of information technology and its use to cause economic
damage, management of economic information protection is
becoming extremely important.

Information technology is an integral component of mod-
ern life; it determines the efficiency of production but also re-
quires considerable attention to information and economic
security of the enterprise.

Thus, this study is interdisciplinary, as the digital dimen-
sion of threats must be linked and treated as an economic risk.

Literature review. The research [1] reveals the essence of
information protection and information security (IS) of enter-
prises. The main threats to IS, reasons and preconditions for
loss of commercial information are classified. In [2] it is point-
ed out that in Ukraine the growing threats to IS due to “na-
tional peculiarities of management, such as lack of proper legal
framework, use of unlicensed accounting software (Software),
neglect of automated workplace protection rules, lack of ac-
counting specialist’s basics of cybersecurity”. In [3] the expe-
rience of developed countries in building a system of IS enter-
prises is studied and the directions of its implementation in
Ukrainian realities are indicated. The article [4] points out the
difference between IS and cybersecurity of enterprises, the is-
sues of organization of accounting information systems at en-
terprises are considered. The authors [5, 6] investigate the in-
stitutional foundations of insurance protection against cyber-
attacks and developed mechanisms for this protection. There
are many areas that need to be defended for a modern enter-
prise and new ones are emerging. For example, in [7] the fea-
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tures of protection against the threats of the industrial Internet
of Things are considered. This modern direction of IT activity
promotes the development of production processes, forms a
new virtual work environment, can significantly increase pro-
duction productivity. However, it also represents significant
opportunities for attackers [7]. Legal and regulatory aspects of
enterprises are considered in [8]. This set of issues is also being
studied by foreign scientists. Thus, it was found that the gen-
eration of competitive advantage is the drivers of the level of
private sector investment in IS [9]. In [10], they analyze how
the benefits of information segmentation and the comparison
of benefits and costs contribute to investing in IS. Using the
Gordon-Leb analytical model, a set of sufficient conditions for
information segmentation is formed to reduce overall invest-
ment in IS. [11] proposes an approach to estimating the IS of
small and medium enterprises in the cloud environment,
which uses a framework that forms an index of the achieved
level of IS in the corresponding cloud computing environ-
ment. In [12], the variants of the risk-oriented approach of the
analysis of IS are analyzed. In [13], logistic regression was used
to predict the risk of hosts from malicious software. The use of
CAARS to assess software adaptability and threat assessment
is described in [14]. The work is devoted to testing information
and communication networks of enterprises from threats [15].
The use of the simulation approach and the model of current
risk assessment on information communication systems is in-
vestigated in [16]. The threats to IS can increase significantly
in modern hybrid warfare [17].

The topic of the work is related to the formation of a method-
ological approach to optimizing the probable losses from infor-
mation threats and cyber-attacks and the costs to prevent them.
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Unsolved aspects of the problem. At present, there is no
comprehensive methodology linking forms and methods of
information threats, cyber-attacks with direct economic con-
sequences for the company in monetary terms, i. e. losses, and
there is no proposal for mathematical modeling to optimize
probable losses and costs to prevent them.

The purpose of the article is to offer a mathematical model
and algorithms for optimizing the losses that can be incurred
by the company from information threats and the costs neces-
sary to prevent these losses.

Methods. Creating a system of information protection of
economic information of the enterprise, on the one hand, re-
quires financial resources. On the other hand, information
threats that have not been neutralized will undoubtedly have
economic consequences for the company. Since both aspects
have a monetary dimension, this is the basis for comparison
and optimization on a monetary scale.

Therefore, it becomes important to propose a mathemati-
cal model and algorithm that would optimize the cost of infor-
mation protection of the enterprise while minimizing probable
losses.

Mathematical methods of set theory, fuzzy logic and fuzzy
relations, probability theory [18], context-dependent binary
relations and graph theory were used in the study [19]. The use
of such different mathematical methods is due to the fact that
the factors that determine threats are different in nature: deter-
ministic, stochastic, fuzzy and even verbal, and others.

Analytical research on threats of different types and direc-
tions has established that the factors that determine them are
such samples of overlapping data. That is, the same factor or
group of them can identify several threats. This problem of set
theory is studied in detail in [19, 20].

It is proposed to define the whole set of these factors as a
single space of variables Y, and the spaces of variables that de-
fine individual threats and, accordingly, are fragments of the
general space of variables Y, to denote as y|, 12, V3, ---» Vy-

This determines the possibility of the following mathemat-
ical formalization

)’p)"za)@»-»)’niy-

Analytical research can prove that y,, y,, »3, ..., y, are ei-
genvalues of the set Y.
And, in the general case, these local sets meet the condition
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Set theory being used, a single space of variables Y can be
defined as a superset, and y;, y,, ¥, ..., ), are subsets.

None of the subsets y;, y,, »3,..., ¥, contains empty ele-
ments and is a superset. However, each of the sets of parame-
ters p; for each i risk factor may contain an empty set.

Moreover, this is true by definition

{w} €y

However, each of the sets of parameters for each risk factor
is not an empty set

{n} e 9.

For a superset of the space of variables Y'then the following
must be fulfilled

Y—Z":yi:Q
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Thus, the use of this apparatus of set theory makes it pos-
sible to form the above restrictions.

These constraints preclude actions on variable space op-
erations that can lead to multicollinear optimization errors.

In particular, from the point of view of applied economics,
this will eliminate the cost of neutralizing one threat, when
these costs can simultaneously neutralize a group of threats,
including the specified one.

In each subspace of variables y; in the next step of the algo-
rithm are determined deterministic y? stochastic ¥’ and

fuzzy ¥/ subspaces of variables that do not intersect.
These subspaces correspond to the response functions

f4, ff, f7 [18], which form the response surface, on which
one of the standard methods (steep ascent, steep ascent, etc.)
is the search for the extremum of the cost function. The soft-
ware of these standard methods is also standard.

To analyze the level and direction of possible losses, an as-
sessment of the financial and economic resilience of the enter-
prise to the impact of threats is performed. Part of this influ-
ence, its tools are information threats. These threats are as-
sessed by the degree of their contribution (weight).

The use of system-oriented approach allowed forming the
basic principles or requirements, from a practical point of
view, of building an information system to protect, first of all,
economic information:

1. Integration of data of various formats from various in-
formation sources.

2. Providing opportunities for system development.
A modular approach is used for this. The modular approach
allows building capacity of the system without radical restruc-
turing of its architecture. This approach is provided by the
gradual integration into the system of new modules.

3. Independence of digital solutions from individual man-
ufacturers of hardware or ancillary software.

4. Scalability of the information system. The increase in
the number of users and auxiliary devices should be provided
by the envisaged possibility of increasing computing resources.

5. The possibility of extended adaptability of the system to
the software development kit of different manufacturers. The
information system can be flexibly adapted to various industrial
protocols, development tools, auxiliary utilities, and so on.

6. Ability to connect video surveillance systems, regardless
of their location, hardware or auxiliary software.

7. Control of operation of equipment and auxiliary software.

8. Monitoring and recording of cash transactions.

Analytical study on the main directions of the formation of
information threats in terms of their implementation showed
that it is a violation of: confidentiality; system integrity; avail-
ability of information.

The risk of breach of confidentiality is due to unauthorized
access to information, the disclosure of which is unacceptable.

The risk of integrity is associated with tampering or dam-
age to data.

The risk of impaired availability is associated with reduced
performance of the information system or its elements, block-
ing access to data.

These risks are due to improper characteristics of the in-
formation system, the external environment, the actions of
staff, and so on.

All of the above can lead to a negative impact on the func-
tioning of the enterprise, namely:

- interruptions in the work of automated control systems;

- loss of information intended solely for official use;

- inaccuracy of tax, financial and other reports;

- unauthorized access to the information space of the en-
terprise and its automated management systems;

- the possibility of disclosing false or partially false infor-
mation, and others.

Disclosure of false or partially false information about the
operation of the enterprise may lead to:

- depreciation of the cost of capital of the enterprise;

- significant increase in the cost of external loans;

- difficulties in business relations with contractors;

- non-performance of contracts;

- reducing the effectiveness of management decisions;

- loss of intellectual property resources;

- deterioration of conditions for the sale of products or ser-
vices, etc.
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Fig. 1. Components of enterprise information protection systems

According to the Internet Security Threat Report [21] and
based on the Cyberthreat Defense Report [22], the formation
of threats in the field of economic information of enterprises in
the period for which the analysis was conducted, took place
through:

- use of unlicensed, improperly certified and verified soft-
ware;

- improper user authentication;

- improper protection of used equipment;

- inadequate awareness of the peculiarities of work in con-
ditions of information danger and training of personnel on in-
formation security;

- neglect of information discipline by the staff of the enter-
prise;

- improper compliance with the basic requirements and
rules of data storage and backup;

- inadequate monitoring of external threats;

- absence of a specialist responsible for information pro-
tection at the enterprise;

- lack of control over the delimitation of access rights to
information, etc.

This analysis became the basis for the formation of a list of
components of the integrated system of protection of econom-
ic information of the enterprise (Fig. 1) in accordance with the
standard ISO/IEC 27001:2013 [22]. Each of the modules of
the integral system performs a range of tasks, outlined and
schematically presented in Fig. 1.

The specified system of protection of economic informa-
tion of the enterprise is a methodological basis both for the
corresponding organization of service of protection, and for
formation of the automated environment of an estimation of
levels of threats, probable losses in real time.

The implementation of the system of protection of eco-
nomic information of the enterprise in the form of an algo-
rithm for managing the optimization of costs and losses is pre-
sented in Fig. 2.

The cost and loss optimization management algorithm
implements in practice the methodology of synthesis of two
scientific disciplines, has two components of subsystems that
synergistically reinforce each other: information and econo-
mic.

Results. Assessment of financial and economic stability of
the enterprise to information threats should be accompanied
by a dynamic comparison of relevant economic indicators.

Coefficients of financial and economic stability of the en-
terprise were chosen as such indicators. This is due to the fact
that the information threat must be presented to economists in
a form they understand to identify the direction in which the
threat operates or will operate. This will allow a more relevant
choice of hazard neutralization methods (Fig. 2).

An example of assessing the financial and economic resil-
ience of the enterprise to the impact of threats, the share of
impact in which information threats are assessed by the degree
of their severity, is demonstrated by the analysis of the mari-
time industry in Table 1.

These coefficients of financial and economic stability of
the enterprise form the corresponding integrated indicator of

Detection of the response surface of hazards
by all factors in a dynamic mode

Identification of rates and tendencies of dangers |

-

Finding the level of probable losses |

-

I

Choice of methods for neutralization of danger |<—

-

| Technical | | Financial
- Budget system
Technological of measures
Disciplinary
Organizational and personnel

V

Optimization of the required level of costs
to neutralize the effects of information threats

7

Verification of the results of optimizing
their level of costs and losses

Fig. 2. Cost and loss optimization management algorithm
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Assessment of financial and economic stability of the enterprise to information threats

Table 1

Indicator Actual Expected Threat level Weight
value value Past period Current period
Equity concentration ratio 0.68 0.72 0.01 0.012 0.15
Coefficient of financial dependence 1.43 1.48 0.01 0.012 0.10
Equity maneuverability ratio 0.08 0.10 0.01 0.012 0.05
Rated capital concentration ratio 0.33 0.35 0.01 0.011 0.05
Coefficient of long-term investment structure 0.11 0.11 0.01 0.010 0.10
Ratio of long-term borrowings 0.08 0.08 0.01 0.010 0.10
Rated to equity ratio 0.43 0.45 0.01 0.011 0.10
Absolute liquidity ratio 0.01 0.01 0.01 0.010 0.05
Rapid liquidity ratio 0.54 0.58 0.01 0.011 0.15
Coefficient of coverage 1.23 1.29 0.01 0.012 0.15
Table 2
Comparison of real and optimal values of the integrated stability index
Indicator Weight Value Result Optimal value

External indicators of stability 0.28 0.392 0.314 0.325
Internal indicators Financial and 0.25 0.948 0.237 0.250
of stability economic stability

Production and 0.19 0.769 0.146 0.150

economic stability

Organizational and 0.14 0.821 0.115 0.120

economic stability
Integral indicator of stability 0.812 0.845

financial and economic stability. This integrated indicator of
financial and economic stability together with the correspond-
ing indicators of industrial and economic stability and organi-
zational and economic stability form an integrated indicator of
stability (Table 2).

Comparisons of the real and optimal values of the inte-
grated indicator of sustainability allow managers to assess the
effectiveness of measures and verify the results of optimizing
its level of costs and losses (Fig. 2).

In Fig. 3 an example is given in the graphical form of inter-
mediate results of cost optimization in accordance with the
required level of information security for a real enterprise. The
level of information security coincides with the abscissa in the
direction — on the right there is an increase in this indicator.

For greater clarity, the costs of achieving a certain level of
information security are divided into groups, namely: “Costs
for monitoring information hazards”, “Preventive costs”,
“Total costs” (Fig. 3).

Cost item “Costs for monitoring information hazards” is
unchanged for increasing or decreasing the level of information
hazards and its contribution to total costs is not very significant.

Cost item “Preventive costs” indicates a tendency to increase
these costs to achieve a higher level of information security.

The article “Losses” has a smoothed hyperbolic character
approximately to the intersection with the line “extremum”
and then linearized to the intersection with the abscissa.

In the general case, these costs are approximated by a pow-
er function. The degree of their growth depends on various
factors: the level of threats, the difference between the optimal
and actual values of the integrated indicator of the stability of
the enterprise, the level of its profits, and so on.

The resulting graph “Total costs” is parabolic, i.e. with a
guaranteed presence of extremum. The total cost is minimized
along the line indicated in Fig. 3 as “Extreme”.

120

The search for this extremum is in accordance with the de-
veloped algorithm that implements the mathematical model
presented above.

To illustrate (Fig. 4) the data of the calculation of the
search for the extreme level of losses and costs of one of the
enterprises of the maritime industry.

In this case, the response surface of the mathematical
model of finding the extremum of the level of losses and costs
is three-dimensional, which allows its graphical representation.

In the general case, the measurements may be greater.

In fact, some graphs presented in Fig. 3 are sections in the
corresponding projections of the three-dimensional compo-
nents of the figure shown in Fig. 4.

= ExXtreme

—-—-Prevention
costs

v —o— Amount of

costs

Level of losses and costs

e e s — — s ——

Level of information security

Fig. 3. Cost optimization in accordance with the required level
of information security
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Level of losses and costs

Level of information security

Fig. 4. Three-dimensional response surface of a mathematical
model for finding the extreme level of losses and costs

These graphical representations illustrate the actions of al-
gorithms for finding the optimal value of costs to neutralize
information risks and give a visual representation of the com-
pany’s management, economists, the reasons of the informa-
tion security manager to clearly justify the cost of information
security and bring them to the appropriate level.

Conclusions. In the process of research, a mathematical
model and algorithms for optimizing the losses that can be in-
curred by the company from information threats and the costs
necessary to prevent these losses.

The use of a system-oriented approach allowed forming
the basic principles of building an information system for the
protection of primarily economic information. Analytical re-
search of the main directions of threat formation has proved
that it is a violation of confidentiality; system integrity; avail-
ability of information.

This analysis became the basis for the formation of a list of
components of the integrated system of protection of economic
information of the enterprise and the implementation of this sys-
tem in the form of a cost-loss and loss management algorithm.

Methodical approaches of formation of an optimum level
of expenses are offered.

It is shown that the analysis of information risks and
threats of assessment of financial and economic stability of the
enterprise to information danger should be accompanied by
comparison in the dynamic mode of the corresponding eco-
nomic indicators.

Namely, these indicators are: financial and economic sta-
bility of the enterprise, production and economic stability and
organizational and economic stability. These indicators form
an integrated indicator of the stability of the enterprise.

The introduction of a methodological approach to com-
paring the real and optimal values of the integrated indicator
of enterprise sustainability allows management to assess the
effectiveness of measures and verify the results of optimization
in accordance with reasonable levels of costs and losses.

The impact of threats on the dynamics of these indicators
allows the company’s management to assess the main trends
and directions of the projected information threats and rea-
sonably consider the need to allocate the necessary resources
to protect economic and other information.

The practical implementation of the proposed methodolog-
ical approach, the developed mathematical model and algo-
rithms was carried out on the example of maritime enterprises.

The study will establish that the results of the mathemati-
cal model and algorithms for optimizing losses and costs
should be presented in graphical form, which allows achieving
relevant results in assessing the levels of risks and costs to spe-
cialists in various specialties, identifying areas and conse-
quences of information threats.

Prospects for further research include the development of
an automated environment for assessing the levels of threats,
probable losses in real time.
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Mera. I[ToGynyBat MaTeMaTUYHy MOJIENIb i aJrOpUTMU
ONTUMi3allil 30UTKiB, 110 MOXE MOHECTH MiANPUEMCTBO Bill
iH(dOopMalLIiifHUX 3arpo3, Ta HEOOXiMHUX IJId 3aroOiraHHsS
BKa3aHUM 30UTKaM BUTpaT.

Metonuka. 1 BUKOHAHHSI HAYKOBOTO IOCJIIXKEHHS
BUKOPHMCTAaHI 3arajibHi Ta CrieliajJbHi METOAM Mi3HAHHS: M0~
PIBHSUILHOTO aHaJi3y; JIOTIYHOTrO y3arajbHEeHHS i cucTeMa-
THU3allii; MaTeMaTUYHOro abCcTparyBaHHsI; CUCTEMHO-OpPi€EH-
TOBAHOTO aHaJi3y.

Pe3yabTaTu. 3anpornoHoBaHa MaTeMaTUYHA MOJIENb i aji-
TOPUTMM ONTUMIi3alii 32 BUKOPUCTAHHS BIOCKOHAJEHOTO
METOJIOJIOTiYHOTO TiAX0My 10 (popMyBaHHS cucTeMu iHdOp-
MAaUiiHOTO 3aXUCTY MiANPUEMCTBA 3 TOUKU 30py MiHiMi3aLii

BUTpaT i 30uTKiB. Lle M03BOJISIE HE TIIBKM TpoaHajizyBaTu
3arpo3u Ta BU3HAUUTHU Bary BIUIMBY iX YNHHUKIB, ajie i BU-
3HAUYUTU €(hEeKTUBHY TAKTUKY Ta CTpaTerilo MiHiMizalii ix
HACJIiIKIB.

Hayxosa nosusna. [1in yac nocnimxeHHs CTBOpEHa MaTe-
MaTU4Ha MOJE/b i aJroOpuTMM ONTUMI3allii 30UTKIB Bim iH-
(opMalliitHuX 3arpo3 i BUTpaT MiAMPUEMCTBA VIS iX HEUTpa-
nizauii. Lle mo3Bosisie TakoX MPOrHo3yBaTy MMOBIPHI HACII -
KW BipOTiIHMX 3arpo3. YJOCKOHaJ€Hi METOAMYHI Miaxoau
(opMyBaHHSI ONTUMATBHOTO DPiBHSI BUTPAT HAa MiATPUMKY
HaJiexXHoro piBHs 6e3neku. [TokazaHo, 1110 aHaJi3 iH(popMa-
LIMHUX PU3UKIB i 3arpo3 OLIiHKKM (hiHAHCOBO-EKOHOMIUHOL
CTiliKOCTi MiANpreMCTBa 10 iHbopMaliiitHOi Hebe3neku Mae
CYITPOBOIXKYBATHUCS CITiIBCTABIEHHSIM y IMHAMIYHOMY peXuMi
BiJMOBIIHMUX €KOHOMIYHUX MOKA3HUKIB. YTIPOBAIKEHHS Me-
TOJOJIOTIYHOTO TiAXOMY MO TOPIBHSHHS peaJbHOTO Ta ONMTH-
MaJIbHOTO 3HAY€eHb iHTErpajlbHOIO MOKa3HUKa CTIHKOCTi Ha-
A€ MOXJIMBICTh MEHEIXKepaM MiAPUEMCTBA OL[iIHUTH TPEH-
A 1 HampsIMU Iii TPOTHO30BaHUX iHMOPMaLiiiHUX 3arpo3 i
HEOOXiAHICTh BUALIEHHS JOCTAaTHIX PECYPCiB IS 3aXUCTY.

IIpakTyna 3HauyumicTh. Pe3ynbTaTv AOCTiIKEHHS MO-
KYThb OyTM BUKOPHUCTaHiI MPAaKTUKAMU ISl BIIPOBAIKEHHSI
e(eKTUBHOrO YIpaBiHHS iHGOpMalliiHUMU pU3MKaAMU W
€MCTBa Ta HayKOBLISIMU ISl pO3POOKM CTpaTeriii i MeToiB
3HEIIKOIXKEeHHS iHbopMaliitHuX 3arpo3 $hiHaHCOBO-eKOHO-
MiYHOiI CTiKOCTi MiAMpPUEMCTBA, BUPOOHUYO-EKOHOMIUHOL
CTIMKOCTiI Ta opraHi3aliiHO-eKOHOMIYHOI CTiliKOCTi, a Ta-
KOX U1 pO3pOOKM HOBITHIX METO/IB YIIPaBJiHHS pU3UKaMU
MiANpPUEMCTBA.

KmouoBi cnoBa: ingopmauiiina be3nexa nionpuemcmea,
MameMamu4Ha mooens, aneopumm, iHmezpanrbHuil NOKA3HUK,
cmilikicmb nionpuemcmea
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